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Patient information and data protection

he Data Protection
Commissioner (the
Commissioner) called
on the Health Service

Executive (HSE) to increase se-
curity of patient information in
his 2009 annual report which
was published on 8 April 2010.

On 31 May 2010 the
Commissioner also published a
draft Data Security Breach Code
of Practice for public consulta-
tion in response to a recom-
mendation in the recent report
of the Data Protection Review
Group and public concernabout
recentdatalosses. Itwill setout
the circumstances in which
disclosure of data breaches is
mandatory.

Failure to comply with the
disclosure obligations of the
Code could lead to prosecution
by the Commissioner.

What is data protection?
The purpose of the Data
Protection Acts 1988 and 2003
(the Acts) is to protect the pri-
vacy of individuals in respect

of personal data such as per-
sonalhealthinformationwhich
are held in a processable form,
through the regulation of data
controllers and data proces-
sors that collect, process, keep
or use such data. Data includes
both ‘automated data’' and
‘manual data'. Therefore when
personal details are given to

an organisation or individual,
they have a duty to keep them
private and safe. In the context
of medical records the data
controller could be the HSE, a
hospital, a clinic or a GP.

HSE laptop theft
The Commissioner's request
that the HSE increase pa-
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was sparked by the investiga-

tion resulting from a rob-
bery at the HSE West Primary,

Community and Continuing

Care 4 offices in Roscommon

in June 2009 in which an un-

encrypted laptop containing
personal data related to HSE
clients was stolen.

The investigation by the
Commissioner concluded that
the HSE failed to have security
measures on the stolen laptop
that were appropriate to the
harm that could result to in-
dividuals from the loss of the
data.

More specifically the
Commissioner called for the
HSE to:

1. Take organisational respon-
sibility for the encryption of
alllaptops; it is not sufficient
to delegate this responsibil-
ity to individual staff mem-
bers. All HSE areas should
make arrangements with
their laptop suppliers to
ensure that laptops are en-

crypted before they are al-
located to staff members.

2. Introduce policies to prevent
similar situations arising in
which they do not own or
control devices storing HSE
patient data.

3. Prioritise the development of
secure networks and devices
for the transfer of patient
data.

4.Train staff to recognise
when the creation of arecord
amounts to a new database
and tounderstand the nature
of the controls around such
developments. The investi-
gation found that the existing
controls on patient database
development within the HSE
are insufficient to prevent
the development of ad-hoc
databases.

5. Develop appropriate controls
governing access to patient
databases, including direc-
tory services.

6. Improve staff training to en-
sure that all staff, particu-
larly at management level,
understand the need to re-
port serious data security
breaches. The HSE should
develop a comprehensive
breach management policy
to cover all forms of data se-
curitybreachincluding those
involving manual data.

The Commissioner's directions

to the HSE are in line with the
provisions of the Acts and his
efforts to encourage public and
private sector bodies to volun-
tarily report personal data se-
curity breaches to his office. He
states in his report that he will
be following up with the HSE to
ensure it progresses the above.

Under the Acts, appropri-
ate security measures must be
taken against unauthorised or
unlawful processing, acciden-
tal or unlawful destruction or
accidental loss of, or damage to
the data. In determining appro-
priate security measures adata
controller such as the HSE must
haveregard to the nature of the
data concerned and the harm
that might result from unau-
thorised or unlawful process-
ing, accidental or unlawful de-
struction or accidental loss of,
or damage to the data.

The Acts also provide that
an organisation should take
all reasonable steps to ensure
that its staff and other persons
at the place of work concerned
are made aware of the securi-
ty measures and comply with
them.
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